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Introduction

In modern companies, the primary tasks are increasingly building a reliable corporate network
between branches and the head office, and deploying distributed services. At the same time,
a natural question arises: how to create and operate such a network and services, effectively
manage them and avoid serious failures in their work?

Selcraft offers a modern solution based on software-defined distributed networks (SD-WAN).
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1.What is SC-NEM

SC-NEM is a software for universal devices based on x86 and ARM (industrial computers,
servers), which provides the ability to deploy and subsequently manage the company's
corporate network using an intuitive graphical interface.

Using SC-NEM, you can safely and remotely manage the company's network infrastructure,
the traffic of individual organizations, virtual machines and containers, services, as well as
monitor networks, virtual machines and equipment.

We continue to modernize our system, improving the functionality and adding a new one.

The full list of available software functions can be found below (Section 1.5).
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1.1. What does SC-NEM consist of

The SC-NEM system consists of the following components:

+ External users:

e Users — administrators and other personnel who work in the system using client
workstations;

e External Systems — OSS/BSS systems.
«» External devices:

e Physical devices — UCPE and similar devices that play the role of Nodes in the
construction of network infrastructure;

e Virtual Machines — VMs and containers deployed on physical devices.
s External services:
e NTP - synchronization service in the;
e DNS - Domain Name Service;
e SSH - remote system management and TCP connection tunneling service.
¢ Internal components:
e Controller — the component responsible for applying configurations to Nodes;
e \WEB service — a service that ensures the operation of a WEB application (website);

e Authentication service — a service that performs the functions of authorizing
external users in the system;

e Monitoring service — a service that performs the functions of providing and storing
data on the operation of system components;

e Asynchronous server — a service that performs functions for the autonomous
execution of generated tasks on system components;

e Database is a service that performs the functions of storing system data and
generated tasks;

e Other components necessary for the implementation of additional functions.

Interaction between External users, External services, Internal and External components of
the System is carried out through information flows, through IP protocols.

SC-NEM. System description 4



SELCRAFT
1.2. What is SC-NEM for?

% Building enterprise-level WAN networks, automating network settings and deploying
services:

e SC-NEM simplifies the implementation of WAN networks and multi-block networks
by combining the cloud access policies of regional branches into a single tool. This
allows you to segment and reliably isolate the corporate infrastructure consisting of
guest wireless communications, business lines, business partners and much more.

Network Settings
Virtualization Settings

Network Settings
Virtualization Settings

3G/LTE/5G
——

3G/LTE/5G

Broadband
Internet
access =20.023
uCPE uCPE
Selcraft | | Selcraft

VPN/Internet Broadband
Internet access

+¢ Building a hybrid Cloud Native network:

e SC-NEM gives access to work with multiple clouds (local, private, public), to ensure
connectivity and build a WAN network in accordance with corporate rules. It is
possible to install the software on both a physical uCPE and a virtual machine.

II|.|I Vizualization

Management Nl .
Analytlc:s % Analysis
Controller Data base
uCpe [E5:3%] / \

VXLAN tunn@

= Service Chain j
Virtual Machine j [Eo.0m)
(Local Server) Virtual Machine
(Private Cloud)

Virtual Machine

j (Public Cloud)
Eo.es]
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1.3. SC-NEM functionality

Now SC-NEM provides the following set of functionality:

Adding Organizations;

Editing attributes of Organizations;

Linking Nodes to an Organization;

View a list of existing Node

configuration templates and their

parameters;

e Managing local and public images;

e Management of the Organization's L2
VPN and L3 VPN topologies;

e \View the history of topologies
application

e Configuring IP settings;

e Adding logical routers;

Management of IP ranges of logical

routers;

Access Sheet Management (ACL);

Configuring licensing settings;

Configuring security settings;

Configuring the parameters of the

monitoring data warehouse and event

logs;

e \View the history of System Settings
application (licensing, security,
storage)

e Configure monitoring parameters;

e \View the history of the application of
monitoring settings;

e Viewing messages about the work of
the Organization's Nodes;

e \iew statistics about the work of the

Organization's Nodes.

% Organization Management:
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Adding Groups;

Editing Group attributes;

Binding nodes to a Group;

Management of L2 and L3 VPN Group

topologies;

< Group Management: e View the history of topologies
application;

e \iewing messages about the work of
Group Nodes;

e \iew statistics about the work of the
Nodes of the Group.

e Editing Node attributes;

¢ Moving a Node between Organization/
Groups;

e Adding (creating) VM/Containers on the
Node;

e Deleting VM/Containers;

e \View statistics about the operation of
VM/Containers;

e Applying the current Node configuration
to the System;

e View current Node configurations;

e \View applied and early Node

% Node Management: configurations;

e Comparison of current and applied Node
configurations;

e Canceling changes to the current Node
configuration;

¢ Creating a template from the current
Node configuration;

e Restoring the current Node configuration
from earlier configurations;

e \View the history of applied configurations

e Viewing Node operation messages;

e \View statistics about the operation of the

Node.
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Creating, editing and deleting networks;
Configuring DHCP;
VRRP Setup;
WAN connection management;
Configuring the configuration of WiFi
% Managing the network settings of endpoints;
the Node: Configuring the NAT configuration;
e Configuring Routing Configuration;
e Configuring the configuration of Rate-
Limit, Route-Map, SPAN, QoS rules;
e \View statistics on the operation of the
Node's network interfaces.
Editing VM/Containers attributes;
Starting and stopping VM/Containers;
Access to the VM/Containers console;
Creating VM/Containers snapshots;
Creating images from VM/Containers
% Managing Virtual Machines and snapshots;
Containers: VM/Containers recovery from snapshots;
e Viewing VM/Containers operation
messages;
e View statistics about VM/Containers
operation.
Adding users;
Editing user attributes;
Blocking users;
View the history of successful and
unsuccessful user login attempts;
e Reset/restore/change the password by
the user.
e Creation of conditions for remote access
to local networks of Organizations;
& Additional features: ¢ |Initial configuration of the Node via the
command line;
e Network bandwidth testing using
Netpref.

+ User Management:
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2. User Interface

User Interface (GUI) is complex a of interactive graphical elements grouped into specific
Functional Groups located on separate web pages.

Access to the pages is carried out using the HTTPS protocol and a web browser, which allows
you to access the System functions from any device that has access to the company's
network.

The GUI design is designed to seriously facilitate and speed up the process of adapting Users
to work with the SC-NEM System.

" 123@ya.ru
SELCRAFT SC-NEM SELCRA estl / Test] | Other settings e
Q @ Main Network Virtualization Other settings Messages Statistics

> m

CONFIGURATION
28 test_group

‘ E [3 &

VIEW COMPARE CANCEL CURRENT CHANGES  CREATE NODE COFIGURATION
» Demol JOB
» Demo2 1 ’
Demo5

SAVE NODE CONFIGURATION
AS TEMPLATE

DM-TEST-ORG

Reboot
» MONKEY 1 No scheduled reboot
New-org SCHEDULE REBOOT ANGEL REBOO RESET NODE CONFI
L] P
- : ' 123@ya.ru
(B SELCRAFT SC-MNEM BIG DEMO | MAIN fya.ru Y
» Roga & Kopyta
aQa @ Main Node binding Templates Topelogy Settings Image M Statistics
v Selcraft
= 1m
v Testl A
28 test_group BIG DEMO BIG DEMO
Tacil
~* BIG DEMO ®
» BIG
+ Demol
» Demo2
DemoS
a @ DM-TEST-ORG
-
o ) BuibparHsR nepuod: ot 31-07-2023 13:08 go 31-07-2023 13:23
~ BIG DEMO
e System Runtime 31-07-2023 13:23 PU Cores 31-07-2023 13123 GPU Usags 31-07-2023 13:23 RAM Usage 31-07-2023 13:23
+ Demai \
+ Demoz & \ \
Demos 13.96 35.43
DM-TEST-ORG
» MONKEY CPU Cores Usage RAM Usage HDD Usage
- TS
New-arg
G-ORG Ot
+ Roga & Kepyta 4 O cou
* Selcraft
SELCRAFT2
\ /"/A\\m
~ TEST-DEMO - ey
e
« = - =
r-an = =
nstpert
150
50 Disc write capacity
o LXD o
LXD .
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3. Detailed description of some of the available
functions

3.1. Organization Management - local and public
images

The functionality of the system allows you to use images - saved configurations of Virtual
machines and Containers. To deploy a VM/Container using an image, it must be added to the
Organization.

Public - added to the Organization from public sources available to all Organizations:

SELCI'U\F!'_. SC-NEM V MANAGEMENT | PUBLIC IMAGES

O ® Main Node binding Templates Topology Settings Image tatistic
- 1N 1 Local images
Greate a public image w 1 N
- Public images
a8 test.group i
* BIG DEMO &)
htips:i/cloud-images.ubuntu.com/daily
» BIG 4
+ Demal 18 )
Image name  lmp g varsion Type Architesture sire Selast
* Demo2 1
B (5 masa) Jun 7, 2023 ar 12:B0am (UTC) VM iE_A4 I88.00ME O
-y
Demos Biarmid (2 mars) Jun 7, 3023 at 12:000m (UTE) Container  aacch hd 10121800 0
DM-TEST-ORG Bilarmtd (2 mars) Jun 7, 2023 at 12:00am (UTC) WM aarchod Isp.25MIB O
Bfarmhi (2 more Jun 7, 2023 at 12:00am (UTC) M arm7| 579.06ME
» MONKEY 1 : ) (m]
Btareh (2 maee) Jun 7, 2023 b 12:00am (UTC) Comtaines  amw 71 1BR3AME O
s mve

Local — added to the Organization manually, using a configuration file:

N
SELCRAFT SC-MEM BIG DEMO [ IMAGE MANAGEMENT OCAL IMAGES | Adding

Main MNode bindin Templates Topology Settings Image [ Statistic:
] F pology g L]

* 1M 1 Local images

: ) s i Et ® e | o
=8 test_group Testnama 1 CONTAINER O Public Images

= ' , [Format®
ERCIUENO @ xB6_64 IS0

+ BIG

* Demol

* Dema2

Or they are created from snapshots of VM/Containers belonging to this Organization:

Saved Snapshots @

Name Date of creation Create status Publish status Description
Snap1 I P | 9/14/2023, 2:19:42 PM Created None
Create an image
20 7 11
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3.2. Group Management - L2 VPN and L3 VPN
topologies

The functionality of the system allows you to manage the topologies of virtual (VPN)
connections of Nodes in Groups (and Organizations) for the L2 and L3, respectively.

L2 topologies are based on Nodes local networks, L3 — on logical router connections (VRF).

All topologies can be built according to the three main types of Full Mesh, Hub&Spoke and
Point-to-Point.

The system provides a function for selecting the type of VPN connection tunnels and the type
of VPN encryption.

When adding/editing, the user can include/exclude Nodes from the topology, select their
type in the topology, and create a P2P pair for each of the Nodes:

Hﬁbggfpgi;e v VIEW TOPOLOGY
Node Hub Spoke P2P
TEST-01 |:| Not selected
TEST-02 |:| Not selected
TEST-03 O Not selected
TEST-04 O Not selected
TEST-05 O Not selected
TEST-09 O Not selected

The user can also view the created topology in graphical format:

Topology x
Node Connection
Hub - Critical errors m = ¢
= o
Spoke Errors
P2pP - Stable

. Not connected Not bounded
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3.3. Node Management - messages and statistics
about VM/Containers

The functionality of the system allows monitoring the operation of VM/Containers deployed
on a single Node. (Similar functionality is available for monitoring the overall operation of
Nodes in Organizations/Groups, individual components of Nodes, and other internal
components of the system).

To do this, the user can view server messages and statistics in graphical form.

Server messages are generated automatically and contain information about errors that have
occurred during operation, as well as the status of the settings application, and other
information:

Messages

Level Status Date of creation Closing date. Element Node Message

Info 9/14/2023, 2:19:46 PM 9/14/2023, 2:19:46 PM VM TEST-03/rootdebian Snapshot Snap1 create success

Info 9/14/2023, 2:19:42 PM 9/14/2023, 2:19:42 PM VM TEST-03/rootdebian Snapshot Snap1 creating is started (123@ya.ru)

Major 9/14/2023, 1:54:30 PM NODE TEST-01 Failed applying configuration

©@ @ O O

Critical 9/14/2023, 1:51:01 PM NODE TEST-04 Node is unavailable

Statistics are presented in the form of graphs and reflect the statuses of the components in
real time. For example, the percentage of CPU utilization of the Node or uptime:

System Runtime 01-08-2023 13:15 CPU Cores 01-08-2023 13:15

CPU Usage 01-08-2023 13:15 e ] RAM Usage 01-08-2023 13:15 LB

13.97 % \ 35.52 % \

CPU Cores Usage L O

6.914 % O cpu o
cpu 1

-O-cpu 2

cpu 3

-O-cpu s

5% cpu s
-O-cpub

-O-cpu?

When viewing statistics, you can select the time interval for which statistics are presented.
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3.4. Managing network settings of Nodes - rules

The system allows you to configure rules for traffic passing through the Node network.

The functionality includes setting up rules:

Access Control List (ACL) - management access sheets that define which networks can be
used for data packet transmission rules:

Type: L3

deny_lemp_1111

1P
® | -

System

Menlitaring

List of rules: @

Number Condition
10 Deny
20 Permit

Protocol

11CMP

any

any

IP Packel Priority  Source network

Source mask

any

any

MopT (source)

all

all

N n
Destination mask .. yinayion)

285 28K 258 28K all

any all

ACLs are part of the Organization parameters and are used when setting up other rules on

Nodes.

Security group - network or group of networks to which ACL restrictions apply.

Rate Limit - rules for limiting the data transfer rate between networks:

OO -
IPv4
Testname test2 (L2) T 100 - WAN
r a WiFi
Q -
NAT
|. & IP Passthrough
Routing
amtest * Rules
LAN1T Security group
LANZ Rate Limit
tempnet Route-map
WAN_3911 Span
Route-map - rules for filtering routes and applying various attributes to routes:
Main Network Virtualization Other settings Messages Statistics @ @
Networks
®® .
IPv4
tic
WAN
WiFi
List of rules @ =
NAT
IP Passthraugh
Number Condition Malch Set/Action Description .
Routing
IF next-Hop - » Rules
10 Permit Communily 1000:1000 SIS = n
Community - Security group
AS-PATH prepend - o
IP next-Hop - Rate Limit
Local-preference -
20 Deny Prelix 113 CommuniyE TG

SC-NEM. System description
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SPAN/RSPAN/ERSPAN - traffic mirroring rules:

Main Metwork Virtualization Other settings Messages Statistics @ @

Networks

test_span @ L2

test_span deny_icmp_1111 (L3) v L
WAN

Source mirrar
WIFI

Port " ethl i NAT

o IP Passthraugh
Destination mirror g

O Local @ Rspan ) Erspan Routing
* Rules

LANT eth2

Security group

test_span Rate Limit

Route-map
Span

Qos

Statistics

These rules allow you to configure the router so that all packets coming to one port or a group
of ports of this router are duplicated on another, for the purpose of their further analysis and
monitoring:

Quality of Service (QoS) - rules for providing service priorities for different types of traffic:

Networks
i i @ @ L2
Main policy
IPvd
tle * 1 andwidt = - The i t ke (CBS a WAN
test 1000000 - 100
WiFi
athld x 2l
IP Passthrough
ptior -
Routing
a * Rules
Child policy @ Security group
Rate Limit
Priority Title AcL Mf:;‘}:‘:;‘f‘gm T":\ZT;?J;“&‘::S‘;' IP Packet Priority | Statistics (PROM) RoUtE-raD
Span
10 Asd 18812 (L2) a3z 332 o il
Qos
Statistics

For QoS, it is possible to create main and child policies. The main policy applies to all traffic
passing through the selected ports of the Node, the child ones - to parts of this traffic.
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3.5. VM/Containers Management - stop/start,
snapshots, console

The functionality of the system makes it easy to manage deployed VM/Containers from the
GUL.

The user can stop and start the VM, open the console, create snapshots:

Editing Management Messages Statistics

@ vMSTATUS: RUNNING

STOP G0 TO CONSOLE TAKE A SNAPSHOT

VM Snapshots — saved current VM/Containers configurations that can be used to create
images and restore VM/Containers:

Saved Snapshots @

Name Date of creation Croate status Publish status Description

Snap2 9/14/2023, 2:28:43 PM Creating HNone

Snapl 9142023, 2:19:42 PM Created Hone

Users have easy access to the VM/Containers console.

The console provides access to the interface of the VM/Container operating system. VM
/Containers interface can be graphical or text (CLlI).

After clicking the appropriate button, the console or graphical interface for this VM will be
opened on a separate browser tab:

SELCRAFT SC-NEM p-ALL [ TEST-05 / w10-4 | Console sh@selcraftriu - 0 @ & © P B

admin
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3.6. Users Management - attributes, roles

The system makes it easy to add users and flexibly manage existing ones.

Each user in the system has certain

Users

User settings

123@ya.ru 123@ya.ru

Users User events history

View a list of all existing users, their
main parameters and the current
activity status in a single table;

123@vya.ru 123@ya.ru

123@ya.ru 123@ya.ru

+7 885 666 33 Adminlstrator

Change the main attributes of users
(full name, Phone number, etc.);

123@ya.ru

Change user roles (see below);
Block y

Grant (or restrict) user access to
individual Organizations and Groups;

History of changes

Configure the maximum number of
remote access sessions;

Full nama Date Attripute Ot value New value

123@ya.ru
123g@varu

.mn.u?m;.hn 3220 [T +7 205 666 33

Block/unblock users.

Users @ -

Name Email Role Active Organizations

Administrator KOMNaHHs C ANMHHBIM Ha3BaHUeM

1111 Administrator

Administrator

123@ya.ru 12 Vd 123@ya.ru

®@ ® ® O

123Read 1230nly 123Read@only.ru Administrator

The system provides different levels of access to functions, depending on the user's role. By
default, the System provides for five user roles:

X/
o

X/
L X4

SC-NEM. System description

Administrator — all functions of viewing and editing the System configuration within all
Organizations are available. Can add and edit users within all Organizations;

ReadOnly - all System configuration viewing functions are available within all
Organizations;

Local Administrator — all functions of viewing and editing the System configuration within
the selected Organizations are available. Can add and edit users within selected
Organizations. The function of remote access to the Organization's networks is available;

Local Readonly - all functions of viewing the System configuration within the selected
Organizations are available. The function of remote access to the Organization's networks
is available;

RemoteAccessOnly — password change is available. The function of remote access to the
Organization's networks is available.
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3.7. Additional features

3.7.1. Remote access

The functionality of the system allows you to provide encrypted controlled remote access
/connection to the networks of Organizations using standard OpenVPN, L2TP clients.

r@ Internet
1 EI/Q\ OPEN
'L .

The remote connection of the user to the local network of the Organization is carried out
through a special container deployed on one of the Nodes of the Organization.

Network

To be implemented by the Organization, it is necessary to perform 3 simple actions:

1. Deploy the container on the Node using the SC-NEM (Virtualization) functionality. The
container image is available for installation from the system cloud;

2. Configure NAT for the container network using the SC-NEM functionality;

3. Create a remote session in the OpenVPN client or using the built-in Windows functionality
(for L2TP).

The settings template for creating a remote OpenVPN session is provided in the format of
OpenVPN profiles (configuration files in the format OVPN).

In order to enhance security and prevent attempts of unauthorized access to the network,
two-factor authentication is used when connecting (2FA: login / password and confirmation
via Telegram messenger).

All attempts to connect users to remote access are logged.

Also it is possible to restrict access to the remote connection capability for specific users
using the GUI. Available in the system:

% Allow/deny the user remote access to the Organization's networks;

% Limit the number of one-time active sessions for each user.

SC-NEM. System description 17
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3.7.2. Testing connections, networks

The functionality of the system allows you to provide network quality testing. Network quality
testing is carried out through a special container that is deployed on one or more nodes.

The WEB interface of the container will allow you to configure tests:

«» Testing the connection bandwidth. The IPERF functionality is used to measure
throughput. The interface allows you to configure the IPERF server, client and specify the
necessary parameters.

% Testing the quality of connections (losses, delays, jitter). The TWAMP protocol is used to
measure the quality of communication channels.

Name

Jitter (ms)
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